18 August 2025

Thank you for your request concerning ransomware incidents.

NHS

Hertfordshire

Partnership University
NHS Foundation Trust

Information Rights & Compliance Team
99 Waverley Road

St Albans

Hertfordshire

AL3 5TL

Tel: 01727 804227
Email: Hpft.foi@nhs.net

Our Ref: FOI/05783

Your request has been considered and processed in accordance with the requirements of the Freedom

of Information (FOI) Act 2000.

| am writing to request information under the Freedom of Information Act 2000 regarding the cyber
security of your NHS Trust, specifically relating to incidents and the current measures in place to

mitigate such threats.

1. Ransomware incidents (FY2022-FY2025)

Please confirm whether any digital systems within hospitals managed by your NHS Trust were
affected by ransomware attacks during the financial years 2022-2023 through to 2024-2025

(inclusive).
If yes:

How many separate ransomware incidents occurred within this period?

For each incident, please provide:
The date or month of occurrence

A brief description of the nature of the attack (e.g. type of ransomware, point of system entry,

services impacted)

2. Data breaches following cyber incidents (FY2022—-FY2025)

Were any data breaches reported as a result of ransomware or other cyber incidents during this

period?

If yes, please provide for each breach:

The type(s) of data affected (e.g. patient records, staff information)

The specific impacts of each breach, categorised as follows (where applicable):

Loss of patient data
Loss of staff data

Disruption to patient services (please specify which services, if known)

Disruption to operational processes

Financial impact (e.g. cost of recovery, penalties, compensation, etc.)

Other impacts — please specify

3. Current cyber security measures (as of date of request)

Please list all cyber security measures and protocols currently in place across the Trust. These

may include, but are not limited to:

>
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Cyber insurance (including provider and coverage if available)

Internal and external firewall systems

Use of multi-factor authentication (MFA) for user accounts

Access control systems for sensitive data and critical systems

Anti-virus and anti-malware protection

Cyber security training or awareness programmes for employees
Regular penetration testing or security audits (please specify frequency)
Existence and status of an incident response plan (e.g. last updated date)

The information you are requesting in question 1 to 3 are all relating to cyber security
vulnerabilities and if answered could be used to compromise the security of the organisation.

It would make the organisation vulnerable to a crime such as hacking and this could lead to a theft
of information or a denial of service to IT systems therefore we have applied S31(1)(a) — Law
Enforcement (1) Information is exempt if its disclosure under this Act would be likely to

prejudice (a) the prevention or detection of crime.

Disclosure of the information may lead to a number of avenues for the criminals to exploit potential
weaknesses to cause damage, disruption or profit using criminal means.

S31 is subject to a test of prejudice. Please see below for our considered reasons for and against
disclosure:

Reason in favour of disclosure

We acknowledge the public interest in openness and transparency and recognise that releasing
this information would provide the public with assurance that we are protecting their information
and our technologies.

Reason against disclosure

Disclosure of the use of certain ransomware incidents, operating systems and backup systems
would make the Trust vulnerable to cybercrime as it outlines the Trust’s security position which
could be used as a starting point to attack network infrastructure and/or information systems.
We have reached the view that on balance, the public interest is better serviced by withholding
this information under the section 31(1) exemption

Should you require further clarification, please do not hesitate to contact me.

Please find enclosed an information sheet regarding copyright protection and the Trust’s complaints
procedure in the event that you are not satisfied with the response.

Yours sincerely

Deborah Aw’chowg
Deborah Anthony

Information Rights Officer

Enc: Copyright Protection and Complaints Procedure Information Leaflet.

If you would like to complete a short survey in relation to your Freedom of Information request please click here.
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