
1 

 

  

H
P

F
T

 
Closed Circuit TV 
Policy (CCTV) 

 

HPFT Policy 
 
 
 

Version 2 
 

Executive Lead Executive Director Quality & Safety  
 

Lead Author Head of Estates and Facilities & 
Maintenance  
 

Approved Date N/A 
 

Approved By N/A 
 

Ratified Date 13TH April 2017  
 

Ratified By Health, Safety and Security Committee   
 

Issue Date 6th June 2017  
 

Expiry Date 6th June  2020 
 

Target Audience This Policy must be understood by all 
staff working in any services that uses 
Closed Circuit TV (CCTV)  
 

 



2 

 

 
Document on a page 

 

Document on a Page 

Title of document 2  

Document Type Policy 

Ratifying 
Committee 

Health, Safety and Security Committee   

Version Issue Date Review Date Lead Author 

5 6th June 2017 (6th June 2020 
Head of Estates 
and Facilities & 
Maintenance 

Staff need to know 
about this policy 
because  
(complete in 50 
words) 

 

This policy provides guidance that needs to be followed 
when installing and using CCTV on Trust sites. 

 

 

Staff are 
encouraged to read 
the whole policy 
but I (the Author) 
have chosen three 
key messages from 
the document to 
share: 

This policy gives details of:- 

1) When to use CCTV 

2) How to use CCTV 

3) The legal guidance to follow when using CCTV 

 

Summary of 
significant changes 
from previous 
version are: 

No significant changes from the last version this is just 
a review. 
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1. Summary  
 
Hertfordshire Partnership University NHS Foundation Trust (HPFT) places the 
health, safety and wellbeing of its service users, staff and visitors among its 
highest priorities and will make every effort to ensure the maintenance of a safe 
and secure environment throughout the Trust. 
 
Closed Circuit Television (CCTV) is now widely used in NHS care settings, 
including that of mental health care, with the specific purpose of supporting 
clinical practice and providing a safe environment.  The provision of CCTV 
enhances and complements other existing systems and processes set in place to 
reduce risks to staff and service users and support staff in the provision of safe 
and effective healthcare. 
 
CCTV can only be put into operation within a clear framework which 
encompasses both the legal, statutory and regulatory requirements and ensures 
the rights of service users and staff are maintained and not abused (See learning 
Note in Appendix 10). 
 
The provision of proper safety and security arrangements in Health Service 
premises is essential if a safe environment and protection is to be provided for 
patients, visitors and employees and for the proper safeguarding of information, 
equipment and goods. 
 

 
2. Purpose 

 
The purpose of the use of Closed Circuit Television is: 
 
1. To promote the safety, confidence and comfort of staff, service users, carers 
and visitors at all times. 
 
2. To protect staff, service users, carers and visitors by specifically minimising 
and preventing violence against those providing services. 
 
3. To protect the Trust assets from criminal actions and other inappropriate 
occurrences 
 
Notices must be visible to the public where CCTV is in place to explain the 
purpose ot the CCTV. 
  
The purpose of this policy is to ensure: 
• That the use of CCTV adheres to the principles of relevant legislation 
• That any CCTV system is not abused or misused 
• That all people (service users, staff, carers and visitors) can be assured of the 
safeguards put in place. 
• That CCTV is correctly and efficiently installed and operated 
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The policy provides guidance for the use of Closed Circuit Television (CCTV) 
across all services provided by Hertfordshire Partnership University NHS 
Foundation Trust (HPFT).  
 
The policy will be applied to the fair treatment of all people including protected 
groups as defined within the Equality Act 2010. HPFT is firmly opposed to any 
discrimination and promotes a culture of dignity and respect for all through the 
Trust RESPECT campaign. 
 
To ensure the use of Closed Circuit Television (CCTV) adheres to the principles 
of the Data Protection Act 1998, Human Rights Act 1998, Regulation 
Investigatory Powers Act 2000 (RIPA) and other relevant legislation. To ensure 
any CCTV system is not abused or misused and that it is correctly efficiently 
installed and operated. 
 
It is the intention of this policy and associated policies to deliver a framework 
from which to operate CCTV systems to meet HPFT’s legal responsibilities. 
Efforts will be focussed on ensuring the protection of staff, service users, carers 
and visitors, specifically minimising and preventing violence against those 
providing services; and the protection of property and assets both financial and 
non-financial.  
 
The objectives for the installation of CCTV systems are as follows; 
 
To ensure CCTV: 
 
i. Is used lawfully. 
ii. Images are used and stored securely to prevent unauthorised access. 
iii. Assures confidentiality by only being used in common areas. 
iv. Gives assurances to service users, staff, contractors and visitors that security 
systems are in place to ensure their safety and wellbeing whilst not breaching 
their Human Rights. 

 
3. Definitions 
 

Caldicott Guardian 
The Executive Director of Quality and Safety has been appointed as the 
Caldicott Guardian for HPFT and has a strategic role for the management of 
patient information. The Guardian’s key responsibilities are to oversee how staff 
use personal health information and ensure that service user’s rights to 
confidentiality are respected. 
 
Data Protection Officer, Head of Information Governance & Compliance 
The Data Protection Officer is the title given to the person who advises the Trust 
on its legal obligations in relation to data protection compliance and in the 
respect of the handling of personal data. 
 
Under the terms of the Data Protection Act, HPFT is the data controller of the 
personal data it holds. HPFT must comply with the eight principles of good 
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information handling (The Data Protection Principles), and notify the Information 
Commissioner about the types of information held and the purposes for which 
they process personal data. 
 
Local Security Management Specialist 
Is a nationally accredited post that has responsibility for all security issues within 
an NHS Trust. HPFT have two LSMS’s, Head of Facilities and Maintenance and 
the Health, Safety and Security Manager 
 
Scheme Manager 
The Service/Site/Team Manager is responsible on a day to day basis for the 
legal and effective use of a CCTV system. 

 
4. Data Protection Act 1998 
 
 

HPFT is conscious of its responsibilities to ensure all CCTV systems comply with 
the Data Protection Act and all other current legislation ongoing (Section 51 (3) 
(b) of the Data Protection Act 1998). The Information Commissioners Office 
introduced the CCTV Code of Practice which has legally enforceable standards 
and points of good practice under the Data Protection Act 1998 and this Code 
imposes restrictions on the use of CCTV and other systems which capture 
images and the way in which evidence is gathered. 
 
It is the responsibility of HPFT as an overall owner of all schemes: 
 
i. To ensure compliance with this policy; 
ii. To ensure that the operating procedures for all schemes are complied with at 
all times; 
iii. To ensure that the purposes and objectives of all schemes are not exceeded; 
iv. To notify all persons on Trust property where CCTV is installed and that a 
CCTV scheme is in operation; 
v. To facilitate formal subject access requests of any images captured under the 
terms of the Data Protection Act 1998; 
vi. To provide copies of this policy when legally required to do so; 
vii.To ensure that all CCTV schemes have appropriate signage to inform people 
entering and leaving buildings / car parking that CCTV is in place; 
viii. To ensure CCTV screens cannot be seen by individuals who are not 
authorised to do so.  
ix. To ensure it is explained to Service Users and it is documented in their 
Welcome Pack that CCTV is in operation for the purposes of promoting a safe 
environment and to help with investigations. 
 
All staff involved in the operation or monitoring of CCTV images have a 
responsibility to comply with the provision of the Data Protection Act 1998 and 
CCTV Code of Practice 2005. Failure to abide with the proper procedures can 
leave the CCTV user exposed to civil and criminal liability, however, the 
responsible Service/Site/Team Manager have the responsibility for ensuring the 
day to day compliance with this policy. 
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Human Rights Act 1998 
Article 8 of the Human Rights Act 1998 protects the right to privacy.  However, 
within the Act this comes under the category of ‘qualified rights’.  These qualified 
rights may be restricted if this is deemed necessary in the interests of public 
safety, for the protection of health or the prevention of crime (other criteria exist 
but are less applicable to the provision of mental health care).  No public 
authority may interfere with these rights (including privacy) except when in 
accordance with the law, within the exemption criteria and when the response is 
proportionate to the need, threat or risk to community safety and the prevention 
of crime.  It should also cause the minimum of interference to the individual.   
 
Regulation of CCTV systems 
There are no statutory regulations that cover the establishment of CCTV 
systems.  However, the document ‘Surveillance Camera Code of Practice’ was 
published by the Home Office in June 2013 and was implemented in August 
2013 and became a statutory code for a range of relevant crime related 
authorities.  The document encourages other users of camera surveillance 
systems in England and Wales to adopt the code voluntarily and it is seen as a 
significant step in the Government’s commitment to the further regulation of 
CCTV.   
 
“The government is fully supportive of the use of overt surveillance cameras in a 
public place, whenever that use is in pursuit of a legitimate aim, necessary to 
meet pressing need, proportionate, effective and compliant with any relevant 
legal obligations.” 
Therefore good practice would indicate that the use of CCTV must be open and 
transparent and subject to scrutiny and compliance with good practice guidance, 
if challenged.   
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5. Responsbilities  
 

The security of Trust premises and property is a management responsibility. 
Service / Site / Team Managers operating such systems within premises they 
manage will be responsible for overseeing that monitoring of all images is done 
so in accordance with this policy and that suitable operation, backup, retention, 
destruction and maintenance of all storage media is conducted in accordance 
with the written operational procedures (Appendix 2). 
 
Cameras will not be hidden from view and appropriate steps must be taken, i.e. 
by signing and displaying posters, to inform the public of the presence of the 
system and its ownership at all times. 
 
To ensure privacy the cameras must be fixed and focussed only upon 
Hertfordshire Partnership University NHS Foundation Trust sites where staff 
work, which must be demonstrable upon specific request. Regular weekly 
checks on the angles of the cameras should be carried out by clinicians.   
 
Images from cameras are appropriately recorded in existing operational 
procedures (Appendix 2). 
 
There is no sound recording undertaken from any part of the system. 
 
It is the intention to restrict the camera sites to ensure that they do not view 
areas that are not of interest and are not intended to be used for surveillance, or 
to view private property. 
 
They will also, on occasions, following a risk assessment undertaken by the 
Service/ Site /Team Manager, be used to enhance the security of service users 
within inpatient areas, monitoring communal areas. The particular purpose of all 
schemes must relate to promoting safer services and, unless specifically 
identified circumstances, should be in accordance with the following rationale: 
 

 To promote the health, safety and well being of service users, staff and visitors 
using facilities in which Trust services are provided. 

 To promote the safety, confidence and comfort of staff, service users and carers 
at all times. 

 To protect staff, service users, carers and visitors specifically reducing risks and  
prevention of violent or aggressive behaviour against those providing and 
receiving services. 

 Supporting staff in the clinical surveillance and observation of service users, 
particularly in environments where this is difficult to maintain due to design 
features of the building. 

 To support safeguarding of vulnerable service users. 

 To assist in the prevention of crime against both persons and property. 

 To facilitate the identification, apprehension and prosecution of offenders in 
relation to crime 

 To ensure the security of property belonging to HPFT and to employees and 

Part 2 – What needs to be done and who by 
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visitors of the Trust. 
 
5.1    Employee Responsibilities 
 
All employees are expected to co-operate with Management in the application and 
implementation of the Trust’s CCTV Policy. Employees are expected to perform 
their duties in accordance with local procedures, and accept an element of personal 
responsibility for security and crime prevention. This duty in no way alters their 
obligations under law to assist the Police in their investigations into any incident. 
 
5.1.1   Risk Management (DATIX system) 
 
The Patient Safety Department receives all incident forms related to security 
incidents together with all other types of incident, and will distribute copies as 
appropriate to inform interested parties such as the Health, Safety & Security 
Manager, Data Protection Officer, Fraud and Corruption Departmental Specialist. 
 
Once security incidents have been entered accurately onto the Trust’s Incident 
Database (Datix), periodic reports are produced by the Health, Safety & Security 
Department for consideration by the Health, Safety & Security Committee. 
 
The governance group known as the Quality & Risk Management Committee, 
which is a sub group of the Integrated Governance Committee (IGC) meets 
quarterly and potentially has the opportunity to discuss and consider security 
matters escalated from the Health, Safety & Security Committee at every other 
meeting.  
 
The Quality & Risk Management Committee also monitors the implementation of 
the Trust’s Security Strategy and receives the Annual Report from the Local 
Security Management Specialist. 
 

5.2    Covert Surveillance 
 
Use of CCTV in these instances or for any other reason other than authorised in 
accordance with this policy is not permissible at any time or circumstance. 
Covert Surveillance will only be permitted with the approval of the Chief 
Executive Officer for HPFT who will give approval when appropriate, for the 
police and NHS Fraud and Corruption Departmental Specialist. 
 
5.3    Installation 
 
An installation process must be adopted in accordance with the checklist 
outlined in (Appendix 3).The checklist and other documents including the 
“Information about the Service” (Appendix 4) will be held by the 
Service/Site/Team Manager locally and a copy sent the Facilities and 
Maintenance Department. 
 
When consideration is being given to the use of CCTV, staff must consider the 
rationale for its installation. This should include:- 
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 To promote the safety, confidence and comfort of staff, service users, carers and 
visitors at all times. 

 To protect staff, service users, carers and visitors specifically minimising and  
                 preventing violence and aggression against those providing services. 

 To protect the Trust assets from criminal actions and other inappropriate  
            occurrences. 

 Promoting Safer Services 

 Safeguarding vulnerable service users 
 
It is important that a clear rationale is developed and that potential breaches of 
confidentiality are considered. It has to be recognised that CCTV has limited 
effectiveness if used inappropriately and can in some instances, create distress 
and anxiety for some individuals. Therefore indiscriminate use must not occur 
and can be prevented by a close liaison with the Local Security Management 
Specialist, Clinical staff, Data Protection Officer and the Facilities and 
Maintenance Department taking place prior to installation. 
 
During the planning process, alternatives to CCTV usage should be considered 
as well as supportive measures such as controlled access to buildings. 
 
5.3.1 ‘Secure By Design’ 
All new service developments or capital schemes must incorporate a security and 
safety plan as part of the design brief and this will also be used to as a template to 
develop local operational policies and procedures. 
 
A Privacy Impact Assessment should be carried out to assess privacy risks to 
individuals in the collection, use and disclosure of information.  Please refer to the 
Data Protection in Relation to Systems Assurance Policy and Procedure. 
 
5.3.2 Patient’s Property 
The responsibility for Patients’ property is covered by the Trust’s separate Patients’ 
Property Policy in the Standing Financial Instructions. 
 
 
5.3.3 Staff Property 
It is the responsibility of all staff to safeguard their own property whilst on Trust 
premises or on Trust business. The Head of Department/Line Manager will ensure 
lockers or other lockable storage arrangements are provided for the safe keeping of 
personal property. Staff should be encouraged not to bring valuables to work. 
 
In the event of theft taking place, staff must complete an Adverse Incident Form and 
notify the Police. Details of the crime reference number allocated by the police 
should be recorded on the Adverse Incident Form and the LSMS contacted in the 
Facilities and Maintenance Department. 
 
The Police and LSMS must be informed immediately when there is the 
slightest suspicion that there is an impostor on the premises. 

http://trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/105/Data%20Protection%20in%20Relation%20to%20Systems%20Assurance%20v4.1.pdf
http://trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/105/Data%20Protection%20in%20Relation%20to%20Systems%20Assurance%20v4.1.pdf
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NB It is the responsibility of the person who is the victim of a crime to 
report the incident to the Police personally, and to inform their Manager. 
An Adverse Incident Report must be completed. 
 
The Patient Safety Department is the co-ordination point for all Adverse Incident 
Forms. All Adverse Incident Forms should be sent to the Patient Safety 
Department in the first instance. The Patient Safety Department will distribute 
copies as necessary. 
 
Any witness statements, which may substantiate the incident, should also be 
obtained and kept with the original Adverse Incident Form. Any copies taken 
should be stored appropriately. Managers MUST ensure that the information 
contained in the witness statement is treated as confidential, so that any 
subsequent legal action is not compromised, and that the witness cannot become 
subject to duress/harassment by any person implicated by their witness statement. 
Please take advice from the Local Security Management Specialist and forward all 
copies of statements on completion. 
 
5.4      Local Procedures 
 

 The Service/Site/Team Manager will keep a comprehensive maintenance log 
book which records all adjustments, alterations, servicing, and non-availability of 
all individual schemes. 

 Any tapes/discs on which images have been recorded will be replaced when it 
has become apparent that the quality of images has deteriorated. 

 If the system records location, time, date these will be periodically checked (at 
least weekly) for accuracy and adjusted accordingly. In cases of alterations to 
“British Summer Time” the system should as a matter of course be checked for 
accuracy. 

 There will be an adequate supply of labelled media back-up tapes/discs to 
ensure that a back-up cycle of the following can be achieved. 
Monday to Friday (Sunday if the site is operational 7 days) one per day to allow 
sufficient for a rotation of four calendar weeks (20 or 28 days) with an additional 
4-5 tapes/discs kept at all times in case of problems / failure or retention. Some 
CCTV systems will allow recording over a 15 – 30 day recording period. 
 
All tapes/discs that have incident footage on them should be marked detailing 
the date and time of the incident and where it refers to on the tape and disc i.e. 
time and date.                                                                
                                                                            

 A separate log must be kept and retained to record when (date and time) and 
who changed the back-up tape/disc against the identified tape/disc. 

 All back-up tapes/discs must be kept in a secure place and appropriate protected 
against damage from fire, theft, tampering or inappropriate use from other 
members of staff or uninvited visitors. 

 Tapes/discs will not be retained for any longer than 31 days from the date of 
recording, erased then re-used on no more than twelve consecutive occasions. 
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Once a tape/disc has reached its maximum use, its contents will be erased prior 
to disposal in the confidential waste stream. 

 A review must be undertaken at least annually to continually assess against the 
stated purpose of the identified scheme. The result of which should be made 
publically available should they be requested.  
 

5.5         Information Sharing 
 

 All staff should be made aware of the procedures for granting subject access 
requests to recorded images or the viewing capabilities of CCTV schemes.  All 
such requests are processed by the Information Governance and Compliance 
Team (IG&CT) in conjunction with the relevant clinical team. In the case of 
releasing CCTV footage, please contact either Andrew Wellings or Dennis Hunt 
as the Local Security Management Specialist’s (LSMS) for the Trust.  

 Criteria for the viewing of tapes/discs by non-security related personal is at the 
discretion of the responsible officer, individuals may be allowed to view 
tapes/discs 
 

i. If they are investigating an untoward incident 
ii. In the case of a missing service user / patient 
iii. To identify persons relating to an incident 

 
 
 
Permission to access CCTV footage will be unlikely to be granted in these 

instances : 
 

i. Where the person wishing to view has NO connection with the  
incident or has no management role relating to an incident. 

ii. Where viewing is purely inappropriate 
iii. Where the performance of a member of staff not relating to a serious service 

user incident, assault or crime, is involved. 
 

 Access to the recorded images should be restricted to the Service/Site/Team 
Manager or designated member of staff. All accessing or viewing of recorded 
images should ONLY occur within a restricted area and other employees should 
not be allowed to have access to that area or the images when a viewing is 
taking place 

 If images are to be specifically retained for evidential purposes i.e. following an 
incident, break-in etc; then these tapes/discs must be retained in a secure place 
to which access is controlled and supplemented within the back-up cycle with a 
replacement tape/disc. 
 
Requests may be granted and will arise in a number of ways and will be 
considered on a case by case basis including: 
 

i. Requests for a recording, in order to trace incidents that have been reported to 
the Police (in line with the Memorandum of Understanding between Hertfordshire 
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Constabulary and HPFT) can be made through the Information Governance & 
Compliance Team 

ii. Immediate action relating to live incidents i.e. immediate pursuit. 
iii. Individual police officers seeking to review tapes/digital images 

 
When a request is made by the Police for disclosure to them of confidential 
information 
about users of our service (without service user or parent consent, or a Court 
Order) the Police should be asked to submit a written request to the Trust under 
Section 29 of the Data Protection Act 1998 in a timely manner. This will assist 
the decision as to whether releasing information is in the substantial public 
interest or to protect a child from significant harm. 
The written request must include: 

a)  The purpose for which the information is required, and why it is necessary. 
b)   What information is required (must be specific) 
c) Details of the Act and the particular provision of the Act under which the   

information is considered to be necessary. 
d) Why it would prejudice the investigation to ask the service user (or parents) for 

consent to disclose the information to the Police. 
e) The name, rank, number and signature of the officer making the request 

A balancing judgement then needs to be made as to which of our duties is 
paramount, i.e. the duty of confidence to the service user or the duty to assist the 
Police when it is in the substantial public interest to do so. 
 
If disclosure is appropriate then staff should be careful to disclose only the 
minimum information necessary to satisfy the Police’s expressed purpose. 
 
If tapes/discs are to be handed over to the NHS Fraud and Corruption 
Department, in the process of their enquiries, the name, address and telephone 
number of the Counter  
Fraud Specialist must be acquired.  
 
If copies are required of the footage on tape/disc, two copies must be made. One 
copy is to be retained by HPFT and the other given to the Police/Fraud 
Department. The event will be noted in the log book the details and signature of 
the recipient obtained. A clinical note will also be made in the service user’s 
clinical record if appropriate. In the event of the tape/disc being required as 
evidence, it will be retained for a period recommended by those involved in the 
case. 
 
Monitors displaying images in areas in which individuals would have an 
expectation of privacy must NOT be viewed by anyone other than the authorised 
employee of the user of the equipment.  
 
All digital CCTV systems installed onto HPFT premises must have the storage 
capacity to hold a minimum of 21-day footage. In certain circumstances it may 
be considered appropriate to retain data for a longer period, a full suitable and 
sufficient risk assessment must be undertaken before making a decision for a 
longer retention period. 
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Where digital CCTV is installed all sites must have local access to a DVD 
recorder that is compatible with the system in use. 
 
All sites must hold a stock of blank, write ONCE DVD’s 
 
Where there is access to CCTV footage via the network, controls should be put 
into place so only authorised users are able to use it. 
 
Any requests for CCTV footage received by the team / unit must be logged with 
the Data Protection Officer who will provide advice on appropriate disclosure. In 
instances where no recorded images are retained (instantaneous viewing only) 
data subjects will be informed that the system produces no recordable images 
and that the subject access in these particular instances can only be granted for 
the purposes of determining the extent of the CCTV monitoring range only. 
 
 
5.6     Procedure for Processing Subject Access Requests 
 
Subjects who wish to access HPFT’s CCTV systems must write to the 
Information Governance & Compliance Team stating the nature of their 
relationship with the Trust (i.e. employee, former employee, service user / 
patient, visitor, contractor). The Information Governance & Compliance Team will 
liaise with the Service/Site/Team Manager. 
 
Any member of staff receiving such a request about a service user must forward 
it immediately to the Information Governance & Compliance Team. 
 
5.7     Breaches of this Policy 
 
HPFT will investigate any breaches of this policy, using appropriate mechanisms 
that may include the Adverse Incident Policy or Disciplinary Procedure. 
 
As the major purpose of these schemes is in assisting to safeguard the health 
and safety of staff, service users and visitors, it should be noted that intentional 
or reckless interference with ANY part of ANY monitoring equipment, including 
cameras/monitoring/back-up media, might be a criminal offence. 
 
5.8     Complaints Procedure 
 
Staff grievances regarding the operation of any HPFT’s CCTV systems can be 
progressed through the Human Resources Department. Complaints regarding 
the operation of any HPFT’s CCTV systems may be progressed through the 
Patient Advice and Liaison Service (PALS) or the Complaints Department. 
 
6.     Implementation and Training  
 

 All relevant operators of CCTV equipment must be trained in their responsibilities 
in accordance with HPFT’s policy and this procedure. 



15 

 

 All relevant staff involved in the handling of the CCTV equipment, both directly 
employed and contracted, will be made aware of the sensitivity of handling 
CCTV images and recordings. 

 Guidance in the requirements of the law on Data Protection will be given to staff 
that are required to manage and work CCTV systems through Induction and  
Mandatory Training  

 Relevant staff will be fully briefed and trained in respect of all functions, both 
operational and administrative relating to CCTV control operation. 

 Training by camera installers will also be provided as appropriate. 

 Health, Safety and Security training is carried out on Induction Training Day. 

 One Day Managers Health & Safety course incorporates risk assessments. 

 Training and aspects of security with half day refresher courses  

 Through policies and procedures i.e. Adverse Incident Reporting. 
 
7. Training Needs Analysis Template: 
 

Level of 
Training 

Service Staff  Group Training Package 
and/or Provider 

Frequency 

Induction 
 
 
 
Aspects of 
Security 

All 
Services 
 
 
All staff 

All staff 
 
 
 
All staff 

H&S Department 
 
 
 
H&S Department 

Start of 
Employment 
 
 
 2 year 
refreshers 

Function, 
Operation 
and 
Administration 
of CCTV 

All 
Services 

Service/Site/Team 
or Delegated staff 

CCTV Training 
CCTV Installer 

Installation of 
equipment 

 
The training schedule applies to staff groups whether temporary or permanent.  
Managers are responsible for ensuring that staff are trained and updated as 
required and must keep records of this. 
 
8.   Process for Monitoring Compliance with this Document 
 
STANDARD: It is essential that this policy is adequately monitored and 
accurately evaluated in order to ensure its continued effectiveness. This will 
primarily be done in the following ways: 
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9. Implementation, Monitoring and Evaluation 
 

 By analysis of data and reports produced for discussion at the Trust Health, 
Safety & Security Committee. The Trust incident reporting procedure will provide 
the baseline information on security incidents. 

 By the Health, Safety & Security Manager as part of their monthly review of 
security incidents and reporting of incidents to the Security Management 
Service.   

 On a departmental basis every time the risk assessments are undertaken and 
reviewed. 

 At least annually when the annual health, safety and security audit is conducted 
on each site and collated by the Facilities and Maintenance Department. 

 Implementation of the annual work plan and production of the annual report for 
the NHS Security Management Service. 

 Key success indicators will include: 

 A demonstrable reduction, over time in the number of incidents 

 Optimum use of the incident reporting system 

 A positive evaluation of the effectiveness of training programmes. 

 Security Risk assessments are the responsibility of the local managers.  The 
health and safety audit advises that these risk assessments have been 
completed.  The health and safety audit it reported annually Health, Safety & 
Security Strategy Group and then the Quality and Risk Management Group. 
 

 

Action: Lead  Method  Frequency  Report to: 

Monitored 
and 
evaluated 
 

Trust’s 
Health & 
Safety Team 

Audits Annually Health, 
Safety and 
Security 
Committee 

Security 
Audit 

Site 
Managers 

Audit Annually Health, 
Safety & 
Security  
Manager 

Internal Audit The Trust Audit As 
Necessary 

Facilities and 
Maintenance 
Department 

Annual & 
Quarterly 
Reports 

Health, 
Safety and 
Security 
Manager 

Report Quarterly & 
Annually 

Health, 
Safety and 
Security 
Committee 

Security 
Work Plan 
 

Local 
Security 
Management 
Specialist 

Work 
Plan 

Annually Health, 
Safety and 
Security 
Committee 

Security 
Management 
Services 

Local 
Security 
Management 
Specialist 

Report As 
Necessary 

Security 
Management 
Services 
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Part 3 – Document Control & Standards Information 

 
 

Version  Date of Issue Author Status Comment 

V1 12th February 
2014 

Health, Safety 
and Security 
manager 

Current New Policy 

 
10.  Archiving Arrangements 
 
All policy documents when no longer in use must be retained for a period of 10 years 
from the date the document is superseded as set out in the Trust Business and 
Corporate (Non-Health) Records Retention Schedule available on the Trust Intranet 
 
A database of archived policies is kept as an electronic archive administered by the 
Compliance and Risk Facilitator. This archive is held on a central server and copies 
of these archived documents can be obtained from the Compliance and Risk 
Facilitator on request. 
 
11. Associated Documentation 

 Data Protection Act 1998 

 Human Rights Act 1998 

 Regulation Investigatory Powers Act 2000 (RIPA) 

 CCTV Code of Practice Revised Edition 2008, Information Commissioner’s 
Office 

 Surveillance Camera Code of Practice, Home Office, June 2013 

 Lone Worker Policy 

 Health, Safety & Security Policy. 

 Physical Security Policy. 

 Audio / Visual Recordings of Service Users, the Use of One Way Screens and 
the Use of Closed Circuit Television (CCTV) within Wards / Units (Policy, 
Guidance and Standards) 

 
12.  Supporting References 

 Health and Safety at Work Act 1974 

 Annual Security Risk assessments 

 Violence and Aggression to Staff in Health Services (HSE Guidance) 

 Reliance Protect (Lone Working) 

 Hertfordshire Constabulary (Memorandum of Understanding)  

 Standing Financial Instructions 

 Security Hardware Policy 

 Home Office Guidelines 
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13 Comments And Feedback 
The Following have been consulted  
 

Integrated Governance Committee 
Quality and Risk Management Group 
Health, Safety and Security Committee 
Learning Disability and Forensic Strategic Business Unit, Health and Safety Group 
West Strategic Business Unit, Health and Safety Group 
East & North Strategic Business Unit, Health and safety Group 
Staff Side Representatives 
Service Users  
Equality Impact Assessment Scrutiny Group 
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 Appendix 6 -  Access to View or Copy Tapes – Police and Public 
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 Appendix 8 – Standing Financial Instructions-Data Protection Act 1998 (CCTV)  

 Appendix 9 –Recovery Principles 

 Appendix 10 –CCTV Learning Note 
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Relevant Acts and codes of Practice 
 

The Data Protection Act 1998 
The Human Rights Act 1998 

The Regulation Investigatory Powers Act 2000 (RIPA) 
The Equality Act 2010 

The CCTV Code of Practice – Standing Financial Instructions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 1 - Relevant Acts and codes of Practice 
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OPERATIONAL PROCEDURES FOR THE CONTROL 
AND USE OF CCTV 

 
In accordance with the CCTV Policy all installation and use of CCTV must be 
conducted in accordance with: 

 The current CCTV policy 

 The Information Commissioner’s Code of Practice (CCTV) 

 The following operational procedures 

Standards 
Cameras 

 Camera must always be operated so that they will only capture the images 
relevant to the purpose for which the relevant scheme has been established 
and approved. 

 Camera and recording equipment should be properly maintained in 
accordance with manufacture’s guidance to ensure that clear images are 
recorded. 

 Camera should be protected from vandalism in order to ensure that they 
remain in good working order. 

 If a camera/equipment is damaged or faulty there should be a separate local 
procedure for: 

>Defining the individual(s) responsible for ensuring the camera is fixed. 
>Ensuring the camera/equipment is fixed in a specific time period. 
>Monitoring and overseeing the quality of the maintenance work. 

 Cameras should not be allowed/altered to view any areas outside of the 
boundaries of Hertfordshire Partnership NHS Foundation Trust properties 
without permission and involvement of the Data Protection Officer. 

 
Operators 

 All operators of CCTV equipment should be trained in their responsibilities in 
accordance with Hertfordshire Partnership NHS Foundation Trust’s policy and 
this procedure. 

 All staff involved in the handling of the CCTV equipment, both directly 
employed and contracted, will be made aware of the sensitivity of handling 
CCTV images and recordings. 

 
Training 

 Guidance in the requirements of the law on Data Protection will be given to 
staff who are required to manage and work the CCTV systems. 

 Staff will be fully briefed and trained in respect of all functions, both 
operational and administrative relating to CCTV control operation. 

 Training by Camera installers will also be provided as appropriate. 
Maintenance 

Appendix 2 - Operational procedures for the control 
and use of CCTV 
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 A comprehensive maintenance log will be kept which records all 
adjustments/alterations/servicing/non-availability of all individual schemes. 

 Any tapes/discs on which images have been recorded will be replaced when it 
has become apparent that the quality of the images has deteriorated. 

 The system records location/time these will be periodically checked (at least 
weekly) for accuracy and adjusted accordingly. In the case of alterations due 
to ‘British Summer Time’ the system should as a matter of course be checked 
for accuracy. 

 There will be adequate supply of labelled media back-up tapes/discs to 
ensure that a back-up cycle of the following can be achieved. 

Monday to Friday (Sunday if the site is operational 7 days) one per day to 
allow sufficient for a rotation of four calendar weeks(20 or 28 days) with an 
additional 4-5 tapes/discs kept at all times in case of problems/failure or 
retention. Some CCTV systems will allow recording over a 15-30 day 
recording period.  

 
All tapes/discs that have incident footage on them should be marked detailing 
the date and time of the incident and where it refers to on the tape and disc 
i.e. time and date. 

             

 A separate log must be kept and retained to record when (date and time) and 
who changed the back-up tape/disc against the identified tape/disc. 

 All back-up tapes/discs must be kept in a secure place and appropriately 
protected against damage from fire, theft, tampering or inappropriate use from 
either members of staff or uninvited visitors. 

 Tapes/discs will not be retained for any longer than 31 days from the date of 
recording, erased then re-used on no more than twelve consecutive 
occasions. Once a tape/disc has reached its maximum use, its contents will 
be erased prior to disposal. 

 A review must be undertaken at least annually to continually assess against 
the stated purpose of the identified scheme. The result of which should be 
made publicly available should they be requested. 

Access 

 All staff should be made aware of the procedures for grating subject access 
requests to recorded images or viewing capabilities of CCTV schemes (as per 
the CCTV policy) All such requests (in the first instance) should be notified 
promptly to the Data Protection Officer. 

 Criteria for the viewing of the tapes/discs by non- security related personnel; At 
the discretion of the responsible officer, individuals may be allowed to view video 
tape/disc: 

1. If they are investigating an untoward incident. 

2. In the case of a missing person. 

3. To identify persons relating to an incident. 

Areas which would normally result in permission being refused; include: 
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1.Where the person wishing to view has no connection with the incident or 
has no management role relating to an incident. 
2. Where viewing is purely salacious 
3.Where the performance of the member of staff not relating to crime, 
fraud or the investigation of untoward incidents is involved. 
 

 Access to the recorded images should be restricted to a manager or 
designated member of staff. All accessing or viewing of recoded images 
should only occur within a restricted area and other employees should not be 
allowed to have access to the area or the images when a viewing is taking 
place. 

 If images are to be specifically retained for evidential purposes i.e. following 
an incident, break –in etc: then these tapes/discs must be retained in a secure 
place to which access is controlled and supplemented within the back-up 
cycle with a replacement tape.  

 If tapes/discs are to be handed to the Police or the NHS Fraud & Corruption 
Dept; in the process of their enquires the named and station of that Police 
Officer together with a crime incident or reference number and signature must 
be acquired and retained prior to release. The name, address and telephone 
number of the Counter Fraud Specialist must also be acquired. If copies are 
required of the footage on tape/disc, two copies must be made. One copy to 
be retained by Hertfordshire Partnership NHS Foundation Trust and the other 
copy given to the Police/Fraud Dept. The event will be noted in the log and the 
details and signature for the recipient obtained. In the event of the tape/disc 
and DVD being required for evidence, it will be retained for a period of time 
recommended by those involved in the case.  

 Monitors displaying images from areas in which individuals would have an 
expectation of privacy must not be viewed by anyone other than an authorised 
employee of the user of the equipment. 

 All digital CCTV systems installed onto Hertfordshire Partnership NHS 
Foundation Trust premises must have the storage capacity to hold a minimum 
of 21-day footage. In certain circumstances it may be considered appropriate 
to retain data for a longer period, a full risk assessment must be taken before 
making a decision for a longer retention period. 

 Where digital CCTN is installed all sites must have local access to a DVD 
recorder that is compatible with the system in use. 

 All sites must hold a stock of blank, write once DVDs. 

  Where there is access to CCTV footage via the network, controls should be 
put into place so only authorised users are able to use it. 
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INSTALLATION CHECKLIST 
Copy to be sent to the Facilities and Maintenance Department 

 

 Signature Date 

The Chief Executive or persons with delegated 
responsibility has approved the installation/alteration to 
the citation of the camera.  
 

  

The purpose for the installation/adjustments have been 
clearly documented and validated from the Local Security 
Management Specialist/Data Protection Officer. 
 

  

The organisation that is legally responsible for the CCTV 
scheme has been established. 

  

Scheme Manager is in place. 
 

  

Signage has been ordered specifying the purpose and 
timescales agreed for display. 
 

  

Equipment is situated so it can only monitor the intended 
area of coverage as defined in scheme proposal. 
 

  

The cameras are not positioned anywhere that would be 
considered private e.g. office, toilet. 
 

  

Signs are in place showing that CCTV systems are in 
operations and that the owner of the systems name and 
contact details are clearly displayed. 
 

  

Cameras have been positioned to avoid capturing the 
images of persons not visiting the premises. 
 

  

The recorded images are stored securely with strictly 
controlled access procedures in place.  
 

  

The recorded images are stored for no longer than 31 
days. 
 

  

A procedure is in place for operational equipment to be 
checked regularly to ensure it is working order. 
 

  

Images will only be made available to law enforcement   

Appendix 3 – Installation Checklist  
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agencies involved in the prevention and detection of crime 
and no other third party, appropriate procedures in place. 
 

A procedure is in place for dealing with individuals 
requesting access to CCTV footage. (Not law enforcement 
agencies) 
 

  

An appropriate confidential disposal procedure in place. 
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INFORMATION ABOUT THE SERVICE 
Copy to be sent to the Facilities and Maintenance Department 

 

Site Name 
 

 
 
 
 
 

 Building Name 
 

 
 
 
 
 

Camera Type, 
Fixed, Pan, Tilt, 
Zoom 

 
 
 
 
 
 

Camera 
Location, where 
fixed to the 
building 

 
 
 
 
 
 
 
 
 

Monitoring 
Station Location 

 
 
 
 

Systems 
Operator 

 
 
 
 
 
 
 

Maintenance 
Provider 

 
 
 
 

Appendix 4 – Information about the service   
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Site Signage  
 
 
 
 
 
 
 

Responsible 
Service Manager 

 
 
 
 
 
 
 
 
 

Responsible 
Team Manager 
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Name of person 
making request 
 

To be completed by Service/Site/Team Manager 
 
 
 
 

Organisation 
 

 
 
 
 

Address 
 

 
 
 
 

Telephone Number 
 

 
 
 
 
 

 
 
Details of images viewed  
 

Date To be completed by 
Service/Site/Team 
Manager 
 
 
 
 

Date of incident To be completed by 
Service/Site/Team 
Manager 

Reason To be completed by requesting organisation/individual 
 
 
 
 
 

Signed  Service/Site/team 
Manager 
 
 
 
 

Dated To be completed by 
Service/Site/Team Manager 
 
 

Request 
Granted 

By Service Manager Request 
Denied 
(Reason) 

By Service manager 
 
 

Appendix 5 – Access to view or copy images    
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To be completed if images are removed 

 

Ref No Site initial/start record from no.1/date of recording/CCTV 
camera no. e.g. CR/1/140708/CCTV1 
 
 

Issued to 
 

To be completed by Service/Site/Team Manager 
 
 
 

Crime No: ( For 
Police only) 

To be completed by Police Officer 
 
 
 
 

Date Issued 
 

To be completed by Service/Site/Team Manager 
 
 
 
 
 

Issued by 
 

Name of Service/Site/Team Manager 
 
 
 
 

I acknowledge receipt of the above CD 
 

Signed 
 

Recipient 
 
 

Date  

I acknowledge receipt of the above CD 
 

Return Date 
 

To be completed by Service/Site/Team Manager 
 
 

Signed 
 

 
 
 

Date  
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Name of person making 
request 
 

 

Organisation 
 

 

Address 
 

 

Telephone Number 
 

 

 
 
 

DETAILS OF TAPE / DISCTO BE VIEWED  
 

DETAILS OF 
TAPE / DISCTO 

BE VIEWED  

DETAILS OF TAPE / DISCTO BE VIEWED  
 
 
 

DETAILS OF 
TAPE / DISCTO 

BE VIEWED  

DETAILS OF TAPE / DISCTO BE VIEWED  
 
 
 

DETAILS OF 
TAPE / DISCTO 

BE VIEWED  

DETAILS OF TAPE / 
DISCTO BE VIEWED 

 
 
  

Dated 
 

 

DETAILS OF 
TAPE / DISCTO 

BE VIEWED  

DETAILS OF TAPE / 
DISCTO BE VIEWED  

 
 
 

Request 
denied 
(Reason) 

 

 
 

TO BE COMPLETED IF THE TAPE/DISC IS REMOVED FROM CIRCULATION 
 

Tape no 
 

 

Issued to 
 

 
 

Appendix 6 – Access to view or copy tapes/discs 
Police and Public     
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Crime No (For 
Police only) 

 

 
 
 

Date issued 
 

 

Issued by 
 

 

Return Date 
 

 

I acknowledge receipt of the above tape 
 

Signed 
 

 Date  
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CCTV images are captured and monitored on behalf of: 
HERTFORDSHIRE PARTNERSHIP UNIVERSITY NHS FOUNDATION TRUST 

 

For the purposes of: 

 Crime Prevention              

 Security of buildings 

 Staff, Service user and Visitors safety. 
 
Any CCTV images are kept in accordance with the Data Protection Act 1998 
 
For further information contact: 
The Head of Information Management & Compliance 
Contact details are available from …………………………..……

Appendix 7 – CCTV Annual Checklist  
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DATA PROTECTION ACT 1998 

 
 
 

CLOSED CIRCUIT TELEVISION 

 

(CCTV) 

 
CODE OF PRACTICE 

 
 
 
 
 
 
 
 
 
 
 
  

Appendix 8 – Data Protection Act 1998  
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1.  EXECUTIVE SUMMARY 
 

Closed Circuit Television (CCTV) surveillance is an increasing feature of our 
daily lives. There is an ongoing debate over how effective CCTV is in reducing 
and preventing crime but one thing is certain, its deployment is commonplace 
in a variety of areas to which members of the public have access.  The House 
of Lords Select Committee on Science and Technology expressed their view 
that if public confidence in CCTV systems was to be maintained there needed 
to be some tighter control over their deployment and use.  

 
There was no statutory basis for systematic legal control of CCTV surveillance 
over public areas until 1 March 2000 when the Data Protection Act (the Act) 
came into force.  (Ref IM&T Information Security and Data Protection Policy 
No 7).  The definitions of the Act are broader than those of the Data 
Protection Act 1984 and so more readily cover the processing of images of 
individuals caught by CCTV cameras, than did the previous data protection 
legislation.  The same legally enforceable information handling standards as 
had previously applied to those processing personal data on computer, now 
cover CCTV.   

 
This Code of Practice deals with surveillance in areas to which the public 
have largely free and unrestricted access, because as the House of Lords 
Committee highlighted, there is particular concern about a lack of regulation 
and central guidance in this area. The changes in the data protection 
legislation mean that for the first time legally enforceable standards will apply 
to the collection and processing of images relating to individuals.  

 
This Code of Practice has the dual purpose of assisting operators of CCTV 
systems to understand their legal obligations while also reassuring the public 
about the safeguards that should be in place.  The Code makes clear the 
standards which must be followed to ensure compliance with the Act and then 
indicates those which are not strict legal requirement but do represent good 
practice, particularly to minimise the risk to service users, staff and the public.   
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2.   INITIAL ASSESSMENT PROCEDURES 
 

Before installing and using CCTV and similar surveillance equipment, the 
Trust users will need to establish the purpose or purposes for which they 
intend to use the equipment.   
 
Example: - 
 

 Prevention, investigation and detection of crime 

 Apprehension and prosecution of offenders (including use of images as 
 evidence in criminal proceedings). 

 Public and employee safety 

 Monitoring security of premises and the contents of the premises 
 

STANDARDS 

 
In order to ensure compliance with the Act the following should be undertaken: 
 
1. Assess the appropriateness of, and reasons for, using CCTV or similar 

surveillance equipment (First Data Protection Principle). 
 

 Document this assessment process and the reasons for the installation 
of the scheme. 

 

2.        Establish the purpose of the Scheme (First and Second Data Protection  

           Principle). 

Document the purpose of the scheme. 
 
3.  Inform the Trust’s Data Security/IM&T Security Officer of the purposes for 

which the CCTV will be used so that the Data Protection Commissioner can 
be notified.   

 
4.  Establish and document the person(s) or organisations responsible for 

ensuring the day-to-day compliance with the requirements of this Code of 
Practice (if different from above). 

 
5.  Ensure that staff have read and understood: 
 

 This document, particularly the rights of service users employees and 
other people. 

 

 Relevant parts of the IM&T Security and Confidentiality Policy, Client 
Record Policies and HR Policies. 

 
6. Establish and document security and disclosure policies.  The Trust will be 

legally responsible for the proposed scheme. 
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3.  SITING OF EQUIPMENT 
 

STANDARDS 
 

In order to ensure compliance with the Act the following should be undertaken: 

 
1. The equipment should be sited in such a way that it only monitors those 

spaces which are intended to be covered by the equipment (First and Third 
Data Protection Principles).  You must be aware of the purpose(s) for which 
the scheme has been established (Second and Seventh Data Protection 
Principles) and keep to them.  Site your equipment in accordance with your 
purposes. 

          
2. Ensure that if domestic areas such as gardens or areas appear with in the 

vision space and scope of the camera equipment ensure that you have 
consulted with the owners of such spaces if images from those spaces might 
be recorded.  In the case of back gardens, this would be the resident of the 
property overlooked  (First and Third Data Protection Principles).   

 
Example - individuals sunbathing in their back gardens may have a 
greater expectation of privacy than individuals mowing the lawn of their 
front garden.   
 

3. If cameras are adjustable by the operators, this should be restricted so that 
operators cannot adjust or manipulate them to overlook spaces which are not 
intended to be covered by the scheme (First and Third Data Protection 
Principles). 

 
4. If it is not possible physically to restrict the equipment to avoid recording 

images from those spaces not intended to be covered by the scheme, then 
operators should be trained in recognising the privacy implications of such 
spaces being covered (First and Third Data Protection Principles). 

 
5. Signs should be placed so that the public is aware that they are entering a 

zone that is covered by surveillance equipment (First Data Protection 
Principle). 

 
6. The signs should be clearly visible and legible to members of the public (First 

Data Protection Principle). 
 
7. The size of the signs will vary according to circumstances. 
 
8. The signs should contain the following information (First Data Principle): 
 

a) Identity of the person or organisation responsible for the scheme. 
           b) The purposes of the scheme. 
           c) Details of whom to contact regarding the scheme. 

 
Example - Where an image of a camera is not used on a sign – the 
following wording is recommended: 
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"Images are being monitored for the purposes of crime prevention and public 
safety. This scheme is controlled by the Hertfordshire Partnership NHS 
Foundation Trust.  For further information contact 01923-633525. 

 

Example - Where an image of a camera is used on a sign – the following 
wording is recommended: 

 

"This scheme is controlled by the Hertfordshire Partnership NHS 
Foundation Trust.  For further information contact 01727-897772” 

 

9.   If in exceptional limited circumstance, the assessment deems that the use of a 
sign would not be appropriate, the user of the scheme must ensure that they 
have: 

 
a) Identified specific criminal activity. 
b) Identified the need to use surveillance to obtain evidence of that 

criminal activity. 
c) Assessed whether the use of signs would prejudice success in 

obtaining such evidence. 
d)  Assessed how long the covert monitoring should take place to 

ensure that it is not carried out for longer than is necessary. 
 

Ensure that criteria (a) to (d) above is documented. 
 
10.  Information so obtained must only be obtained for prevention or detection of 

criminal activity, or the apprehension and prosecution of offendersi.  It should 
not be retained and used for any other purpose.  If the equipment used has a 
sound recording facility, this should not be used to record conversations 
between members of the public (First and Third Data Protection Principles). 

 
NB  It may be that the particular problem identified is theft from cars in 

a car park.  Following the appropriate assessment, surveillance 
equipment is installed but signs are not.  If the equipment co-
incidentally records images relating to other criminality for 
example a sexual assault, it will not be inappropriate for those 
images to be used in the detection of that crime or in order to 
apprehend and prosecute the offender.  However, it might be 
inappropriate for images so obtained to be used in civil 
proceedings or disciplinary proceedings e.g. the car park 
attendant is recorded committing a minor disciplinary 
misdemeanor. 
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4.  QUALITY OF THE IMAGES 
 

It is important that the images produced by the equipment are as clear as 
possible in order that they are effective for the purpose(s) for which they are 
intended.  This is why it is essential that the purpose of the scheme is clearly 
identified.   
 
Example - if a system has been installed to prevent and detect crime, 
then it is essential that the images are adequate for that purpose.  The 
Third, Fourth and Fifth Data Protection Principles are concerned with the 
quality of personal data.  The standards to be met under this Code of Practice 
are set out below. 

 

STANDARDS 

 
1. Upon installation an initial check should be undertaken to ensure that the 

equipment performs properly. 
 
2. If tapes are used, it should be ensured that they are good quality tapes (Third 

and Fourth Data Protection Principles). 
 
3. The medium on which the images are captured should be cleaned so that 

images are not recorded on top of images recorded previously (Third and 
Fourth Data Protection Principles). 

 
4. The medium on which the images have been recorded should not be used 

when it has become apparent that the quality of images has deteriorated. 
(Third Data Protection Principle). 

 

5. If the system records features such as the location of the camera and/or date 
and time reference, these should be accurate (Third and Fourth Data 
Protection Principles). 

 

If the system includes such features, users should ensure that they have a 

documented procedure for ensuring their accuracy. 

 
6. Cameras should be situated so that they will capture images relevant to the 

purpose for which the scheme has been established (Third Data Protection 
Principle) 

 
Example - if the purpose of the scheme is the prevention and detection 
of crime and/or apprehension and prosecution of offenders, the cameras 
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should be sited so that images enabling identification of perpetrators 
are captured.   

 
Example - if the scheme has been established with a view to monitoring 
traffic flow, the cameras should be situated so that they do not capture 
the details of the vehicles or drivers.   

 
7. When installing cameras, consideration must be given to the physical 

conditions in which the cameras are located (Third and Fourth Data Protection 
Principles). 

 

 Example – infrared equipment may need to be installed in poorly lit 
                        areas. 

 
8. The Trust should assess whether it is necessary to carry out constant real 

time recording, or whether the activity or activities about which they are 
concerned occur at specific times (First and Third Data Protection Principles).   

 

Example – it may be that criminal activity only occurs at night, in which 
case constant recording of images might only be carried out for a 
limited period e.g. 10.00pm to 7.00am. 

 
9. Cameras should be properly maintained and serviced to ensure that clear 

images are recorded (Third and Fourth Data Protection Principles)  
 

10.  Cameras should be protected from vandalism in order to ensure that they 
remain in working order (Seventh Data Protection Principle) 

 

A maintenance log should be completed and retained for audit 

purposes.  

 
11. If a camera is damaged, there should be clear procedures for:  
 

 Defining the person responsible for making arrangements for ensuring 
that the camera is repaired.  

 Ensuring that the camera is repaired within a specific time period (Third 
and Fourth Data Protection Principle). 

  Monitoring the quality of the maintenance work. 
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5.  PROCESSING THE IMAGES 
 

Images, which are not required for the purpose(s) for which the equipment is 
being used, should not be retained for longer than is necessary.  While 
images are retained, it is essential that their integrity be maintained. 

 

STANDARDS 

 
1. Images should not be retained for longer than is necessary (Fifth Data 

Protection Principle) 
 

Example – images recorded by equipment covering the outside of a 
building may not need to be retained for longer than 2-3 days unless 
they are required for evidential purposes in legal proceedings.  

 
2. Once the retention period has expired, the images should be removed or 

erased (Fifth Data Protection Principle). 
 
3. If the images are retained for evidential purposes, they should be retained in a 

secure place to which access is controlled (Fifth and Seventh Data Protection 
Principles). 

 
4. On removing the medium on which the images have been recorded for the 

use in legal proceedings, the operator should ensure that they have 
documented:  

 

 The date on which the images were removed from the general system for 
use  in legal proceedings. 

 The reason why they were removed from the system. 

 Any crime incident number to which the images may be relevant. 

 The location of the images.   
 

Example - if the images were handed to a police officer for retention, the 
name and station of that police officer. 

 

 The signature of the collecting police officer, where appropriate (see 
 below), (Third and Seventh Data Protection Principles). 

 
5. Monitors displaying images from areas in which individuals would have an 

expectation of privacy should not be viewed by anyone other than authorised 
employees of the user of the equipment (Seventh Data Protection Principle). 

 
6.  Access to the recorded images should be restricted to a manager or 

designated  member of staff who will decide whether to allow requests for 
access by third parties in  accordance with the user’s documented disclosure 
policies (Seventh Data Protection  Principle). 
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7.  Viewing of the recorded images should take place in a restricted area.   
 

Example - in a manager’s or designated member of staff’s office.  Other 
employees should not be allowed to have access to that area when a viewing 
is taking place (Seventh Data Protection Principle). 

 
8.   Removal of the medium on which images are recorded, for viewing purposes, 

should  be documented as follows:  
 

 The date and time of removal 

       The name of the person removing the images 

 The name(s) of the person(s) viewing the images.  If this should 
include third parties, include the organisation name of that third 
party 

 The reason for the viewing 

 The outcome, if any, of the viewing 

 The date and time the images were returned to the system or  
secure place, if they have been retained for evidential purposes 
 

9.  All operators and employees with access to images at the Trust should be 
aware of the procedure which needs to be followed when accessing the 
recorded images (Seventh Data Protection Principle).  (Ref Access to Service 
User and Employee Records Policy No 7….. date). 

 
10.  All operators should be trained in their responsibilities under this Code of 

Practice i.e. they should be aware of: 
 

 The user’s security policy e.g. procedures to have access to recorded 
images. 

       The user’s disclosure policy. 

 Rights of individuals in relation to their recorded images. 
 

(Seventh Data Protection Principle) 
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6.  ACCESS TO AND DISCLOSURE OF IMAGES  
 

It is important that access to, and disclosure of, the images recorded by CCTV 
and similar surveillance equipment is restricted and carefully controlled.  This 
will not only ensure that the rights of individuals are preserved, but will also 
ensure that the chain of evidence remains intact should the images be 
required for evidential purposes.  Users of CCTV will also need to ensure that 
the reason(s) for which they may disclose copies of the images are 
compatible with the reason(s) or purpose(s) for which they originally obtained 
those images.   

 

STANDARDS 

 
All employees should be aware of the restrictions set out in this code of practice in 
relation to access to, and disclosure of, recorded images. 
 

 

1. Access to recorded images should be restricted to those staff who need to 
have access in order to achieve the purpose(s) of using the equipment 
(Seventh Data Protection Principle). 

 
2. All access to the medium on which the images are recorded should be 

documented (Seventh Data Protection Principle). 
 
3. People whose images are recorded are entitled to access those images by 

right as the data subject under the Data Protection Act.  Standards and 
practice for access by the data subject are shown in Section 7,  

 
4. Disclosure of the recorded images to third parties should only made in limited 

and prescribed circumstances (Second and Seventh Data Protection 
Principles). 

 

 Example - if the purpose of the system is the prevention and detection of  

 crime, then disclosure to third parties should be limited to the following: 

 

 Law enforcement agencies where the images recorded would assist in a 
specific criminal enquiry 

 Prosecution agencies 

 Relevant legal or other representatives with the express permission of the 
people whose images have been recorded and retained (unless disclosure 
would prejudice criminal enquiries or criminal proceedings. 

 
Standards and practices for disclosure to third parties are shown in Section 8, 
below. 
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5. All requests for access or for disclosure should be recorded.  If access or 
disclosure is denied, the reason should be documented.  (Seventh Data 
Protection Principle) 

 

If access to or disclosure of the images is allowed, then the following should 

be documented:  

 

 The date and time at which access was allowed or the date on which 
disclosure was made 

 The identification of any third party who was allowed access or to whom 
disclosure was made 

 The reason for allowing access or disclosure 

 The extent of the information to which access was allowed or which was 
disclosed 

 
6.     Recorded images which show individual people should not be made more 
widely  available.   
 

Example - images should not be made available to the media or placed 
on the Internet.  (Second, Seventh and Eighth Data Protection Principles).   

 
7. If it is intended that images will be made more widely available, that decision 

should be made using an agreed protocol drafted and managed by the 
Estates.  The reason for that decision should be documented.  (Seventh Data 
Protection Principle). 

  
8. If it is decided that images will be disclosed , the images of individuals may 

need to be disguised or blurred so that they are not readily identifiable.  (First, 
Second and Seventh Data Protection Principles).   

 
This section should be clearly defined in a locally managed operational 
protocol for all users. 

 
9. Image Editing 
 

 If the system does not have the facilities to carry out that type of editing, 
an editing company may need to be hired to carry it out. 

 

 If an editing company is hired, then the manager or designated member of 
staff needs to ensure that: 

 
1. There is a contractual relationship between the data controller and the 

editing company. 
2. That the editing company has given appropriate guarantees regarding 

the security measures they take in relation to the images. 
3. The manager has checked to ensure that those guarantees are met 
4. The written contract makes it explicit that the editing company can only 



 

 45 

use the images in accordance with the instructions of the manager or 
designated member of staff. 

5. The written contract makes the security guarantees provided by the 
editing company explicit. 

 
(Seventh Data Protection Principle) 

 
10. If the editing is undertaken by another organisation, for example another NHS 

Trust, then 1-5 will still apply to the organisation receiving the images to carry 
out the editing. (Seventh Data Protection Principle) 
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7.   ACCESS TO IMAGES BY THE DATA SUBJECT 
 

This is a right, which is provided by section 7 of the l998 Act.  A detailed 
explanation of the interpretation of this right is given in Annex 1.  The 
standards of this Code of Practice are set out below. 

 

STANDARDS 

 
1. All staff involved in operating the equipment must be able to recognise 

a request for access to recorded images by data subjects (Sixth and 
Seventh Data Protection Principles). 

 
2. Data subjects must be asked to provide the following information: 

a) Location, date, times to find the image. 

b) Means of identification. if the individual is unknown to the Trust 
employees then a photograph of the individual must be requested. 

c) the fee charged for carrying out the search for the images 
requested.  A maximum of £10.00 may be charged for the search. 

d) The location(s) and times where the images can be viewed 
 

3. With the request for further information the Trust will provide:  

a) an explanation which describes the types images and the purposes 
for which those images  are recorded and retained. 

b) information about the disclosure policy in relation to those images  - 
this document .(Sixth Data Protection Principle).  

c) Their rights under the Data Protection Act. - see Annex1. 

d) A response will be provided promptly and in any event within 40 
days of receiving the required fee and information. 

 
 4. All subject access requests will be dealt with by a manager or 

designated member of staff who will locate the images requested and 
determine whether disclosure to the individual would entail disclosing 
images of  third parties. As a general rule, the Trust will not disclose 
third party images without them being disguised or blurred – see Page 
13. 

 
If an image of a third party cannot be properly blurred or disguised , this 
could be a  reason for refusing access to the images.  
 

  5. If  the manager or designated member of staff decides that a subject 
access  request from an individual is not to be complied with, the 
following should be documented: 
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a) The identity of the individual making the request 
b) The date of the request 
c) The reason for refusing to supply the images requested 
d) The name and signature of the manager or designated member 

of staff making the decision. 

8.  OTHER RIGHTS  
 

All staff should be aware of individuals’ rights under this section of the Code of 
Practice (Seventh Data Protection Principle). A detailed explanation of the 
other rights under Sections 10, l2 and 13 of the Act are provided in Annex 1 of 
this Code.  The standards of this Code are set out below. 
 

STANDARDS 
 

1. All staff involved in operating the equipment must be able to recognise 
a request from an individual to: 

 
(a) Prevent processing likely to cause substantial and unwarranted 

damage to that individual.* 
(b)  Prevent automated decision taking in relation to that individual. 

 
All staff must be aware of the manager or designated member of staff 
who is responsible for responding to such requests. 

 
2. In relation to a request to prevent processing likely to cause substantial 

and unwarranted damage, the manager or designated officer’s 
response should indicate whether he or she will comply with the 
request or not and provide a written response to the individual within 2l 
days of receiving the request setting out their decision. If the request 
will not be complied with, they must set out their reasons in the 
response to the individual. A copy of the response must be retained. 

 
3. The Trusts will not install or use automated decision making systems in 

conjunction with CCTV systems.  
 
 
 
* Section 10 of the Act provides individuals with the right to prevent processing likely 
to cause damage or distress.  
 
 
9.  CO-OPERATION WITH POLICE AND LAW ENFORCEMENT AGENCIES  
 

The police and other law enforcement agencies may request access to CCTV 
images or to use the Trust’s CCTV. The Trust should co-operate wherever 
practical but must have due regard to it’s duty of confidentiality to service 
users and obligations under the data protection act to both service users and 
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members of the public. (Note the term Police in the following standards 
includes other law enforcement agencies)  

STANDARDS 

 
1. If the Trust reports an offence to the police then any CCTV images 

relevant to criminal enquiries or criminal prosecution can be disclosed to 
the police using the standards and procedures in Section 6. 

 
2. The Police may approach the Trust for images which could help them 

with enquiries into offences which happened in the locality of Trust 
premises. The Crime and Disorder Act 1998 and the Anti-Terrorism, 
Confidentiality and Security Act 2001 allow images to be disclosed 
but there is no compulsion to do so. Wherever possible the Trusts 
should co-operate within the following guidance: 

a)  the decision to disclose must be made by a designated senior 
manager 

b)  details of dates, time & locations must be supplied to allow the images to 
be identified. 

c)  disclosure can be made if: 

i. the images are of members of the public in a public place 
(street or thoroughfare)  or 

ii. consent has been obtained from the data subject(s) for the 
images to be disclosed. This consent will provided by the 
police in a signed document or  

iii. the images are of service users or employees and it is 
decided that the seriousness of the offence outweighs the 
Trust’s duty of confidentiality to the data subject.  Advice 
must be obtained from senior Trust officials in every case.  

d) The police must undertake only to use images relevant to the 
investigation as identified in a) above; that images of any person not 
relevant to the investigation will be blurred or anonymised and that no 
other images will be disclosed. This should be obtained in a signed 
undertaking from the senior officer. 

e) The disclosure is documented and follows the procedures and 
standards in Section 6. 

 
3. The Police may approach the Trust to use its CCTV systems to perform 

surveillance. This is directed surveillance under the Regulation of 
Investigatory Powers Act.  
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Section 16 of Regulation of Investigatory Powers Act places an obligation on public 
bodies to ensure that the surveillance requested is justified in terms of the  
offence (to be) committed, that the required results can be obtained and that any  
duty of confidentiality to service users employees and the public is outweighed by  
the seriousness of the offence.  

 
The decision to allow or refuse the request must be made by the Chief Executive. 
 
 
10. CODE OF PRACTICE MONITORING COMPLIANCE 
 
The monitoring of CCTV access requests by the Trust should be formally 
documented.   
 
1. The contact point indicated on the sign should be available to members of the 

public during office hours.  Employees staffing that contact point should be aware 
of the policies and procedures governing the use of this equipment. 

 
2. Enquiries should be provided on request with one or more of the following: 
 

a) The leaflet which individuals receive when they make a subject access 
request as general information 

b) A copy of this code of practice 
c) A subject access request form if required or requested 
d) The procedure to be followed if they have concerns about the use of the 

system 
e) The procedure to be followed if they have concerns about non-compliance 

with the   provisions of this Code of Practice 
 
3. The procedure should be clearly documented. 
 
4. A record of the number and nature of concerns or enquiries received should be 

maintained together with an outline of the action taken. 
 
5. A report on those numbers should be collected by the manager or designated 

member of staff in order to assess public reaction to and opinion of the use of the 
system. 

 
6. A manager or designated member of staff should undertake regular reviews of 

the documented procedures to ensure that the provisions of this Code are being 
complied with (Seventh Data Protection Principle). 

 
7. A report on those reviews should be provided to the data controller(s) in order 

that compliance with legal obligations and provisions with this Code of Practice 
can be monitored. 

 
8. An internal annual assessment should be undertaken which evaluates the 

effectiveness of the system. 
 
9. The results of the report should be assessed against the stated purpose of the 
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scheme.  If the scheme is not achieving its purpose, it should be discontinued or 
modified. 

 
10. The result of those reports should be made publicly available. 
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ANNEX 1 

11. DATA PROTECTION ACT 1998 
 

The following text is taken directly from the Data Protection Commission and 
clearly explains the Data Protection Principles in relation to CCTV.  It should 
be used to assess the purpose of CCTV systems and the members of the 
public. (Service Users and employees and employees have additional rights 
which are contained in the Service User  Records Policy and HR Policies) 
 

DEFINITIONS 

 
There are several definitions in Sections 1 and 2 of the l998 Act which this Trust 
must consider as users of CCTV in order to determine whether they need to comply 
with the requirements of the l998 Act, and if so, to what extent the l998 Act applies: 
 

a) Data Controller 
 

“A person who (either alone or jointly or in common with other persons) 
determines the purposes for which and the manner in which any personal 
data are, or are to be, processed”. 

 
Example - if a police force and local authority enter into a partnership to 
install CCTV in a town centre with a view to: - 

 

 Preventing and detecting crime 

 Apprehending and prosecuting offenders 

 Protecting public safety 
 

Both the police force and local authority are data controllers for the purpose of 
the scheme. 

 
Example - if a police force, local authority and local retailers decide to 
install a CCTV scheme in a town centre or shopping centre, for the 
purposes of: 

 

 Prevention or detection crime 

 Apprehending or prosecuting offenders 

 Protecting public safety 
 

All will be data controllers for the purposes of the scheme.  It is the data 
controllers who should set out the purposes of the scheme (as outlined above) 
and who should set out the policies on the use of the images (as outlined in 
the Standards section of this Code of Practice). 

 
The data controller(s) may devolve day-to-day running of the scheme to a 
manager, but that manager is not the data controller - he or she can only 
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manage the scheme according to the instructions of the data controller(s), and 
according to the policies set out by the data controller(s). 

 
 

If the manager of the scheme is an employee of one or more of the data 
controllers, then the manager will not have any personal data protection 
responsibilities as a data controller.  However, the manager should be aware 
that if he or she acts outside the instructions of the data controller(s) in relation 
to obtaining or disclosing the images, they may commit a criminal offence 
contrary to Section 55 of the l998 Act, as well as breach their contract of 
employment. 

 
If the manager is a third party such as a security company employed by the 
data controller to run the scheme, then the manager may be deemed a data 
processor.  This is “any person (other than an employee of the data controller) 
who processes the personal data on behalf of the data controller.  If the data 
controller(s) are considering using a data processor, they will need to consider 
their compliance with the Seventh Data Protection Principle in terms of this 
relationship. 
 
 

b) Personal Data 
 

 “Data relating to a living individual who can be identified: 
 

a) from those data, or 
b) from those data and other information which is in the possession of, or 

is likely to come into the possession of, the data controller”. 
 

The provisions of the l998 Act are based on the requirements of a European 
Directive, which at, Article 2, defines, personal data as follows: 

 
“Personal data” shall mean any information relating to an identified or 
identifiable natural person; an identifiable person is one who can be identified, 
directly or indirectly, in particular by reference to an identification number or to 
one or more factors specific to his physical, physiological, mental, economic, 
cultural or social identity. 

 
The definition of personal data is not therefore limited to circumstances where 
a data controller can attribute a name to a particular image.  If images of 
distinguishable individuals’ features are processed and an individual can be 
identified from these images, they will amount to personal data. 
 

c) Sensitive Personal Data 
 

Section 2 of the l998 Act separates out distinct categories of personal data, 
which are deemed sensitive.  The most significant of these categories for the 
purposes of this code of practice are information about: 
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NB  Section 2 of the Act sets out the full list of categories of sensitive 
personal data.  This part of the Code only refers to some of the 
categories, which may have particular relevance for users of 
CCTV.  For a full list, please see the relevant section of the Act. 

 

 the commission or alleged commission of any offences 

 any proceedings for any offence committed, or alleged to have been 
committed, the disposal of such proceedings or the sentence of any court 
in such proceedings. 

 
 
 
This latter bullet point will be particularly significant for those CCTV schemes 
which are established by retailers in conjunction with the local police force, 
which use other information to identify known and convicted shoplifters from 
images, with a view to reducing the amount of organised shoplifting in a retail 
centre.   

 
It is essential that data controllers determine whether they are processing 
sensitive personal data because it has particular implications for their 
compliance with the First Data Protection Principle. 
 

d) Processing 
 

Section l of the l998 Act sets out the type of operations that can constitute 
processing:  

 
"In relation to information or data, means obtaining, processing, recording or 
holding the information or data or carrying out any operation or set of 
operations on the information or data, including: 

 
a)  organisation, adaptation or alteration of the information or data, 
b)  retrieval, consultation or use of the information or data, 
c) disclosure of the information or data by transmission, dissemination or 

otherwise making available, or 
d) alignment, combination, blocking, erasure or destruction of the 

information or data." 
 

The definition is wide enough to cover the simple recording and holding of 
images for a limited period of time, even if no further reference is made to 
those images.  It is also wide enough to cover real-time transmission of the 
images.  Thus if the images of individuals passing in front of a camera are 
shown in real time on a monitor, this constitutes “transmission, dissemination 
or otherwise making available.  Thus even the least sophisticated capturing 
and use of images falls within the definition of processing in the l998 Act. 
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RECOVERY PRINCIPLES 
WHICH UNDERPIN ALL FORMS OF CARE PROVIDED WITHIN THE TRUST 

Principles of Recovery Oriented Practice, which underpin all our services are: 
 
1. Individual uniqueness and user centrality to service provision: in 
practice: 

 recognises that recovery is a personal journey and unique for each individual. 

 understands that Recovery is not necessarily about cure.  Recovery 
outcomes are personal and unique for each person and go beyond an 
exclusive health focus to include an additional emphasis on social 
outcomes and quality of life. 

 places individuals at the centre of the care they receive.  Through a person 
centred and needs led approach, individual recovery outcomes are 
achieved. 

 
2. Real Choices: in practice: 

 supports people to make their own choices about how they want to lead 
their lives and acknowledges choices need to be meaningful and creatively 
explored. 

 supports people to build on their strengths and to take as much 
responsibility for their lives as they can at any given time. 

 is proactive in supporting people to take positive risks and to make the 
most of new opportunities whilst balancing responsibilities for duty of care. 

 
3. Attitudes and Rights: in practice: 

 involves listening to, learning from and acting upon the communications 
from individual service users, their relatives and others about what is 
important to each person. 

 promotes and protects people’s legal and citizenship rights 

 supports people to maintain and develop meaningful social, community, 
recreational, occupational and vocational activities. 

 
4. Dignity and Respect: in practice: 

 consists of being courteous, respectful and honest in our interactions. 

 involves sensitivity and respect for each individuals values and culture. 

 challenges discrimination and stigma wherever it exists both within our 
own services and the broader community.  

 
5. Respectful Partnerships: in practice: 

 acknowledges each person is an expert on their own life and that recovery 
involves working in respectful partnership with individuals, their relatives 
and carers to provide support in a way that makes sense to them. 

 acknowledges the importance of the sharing appropriate information and 
the need to communicate clearly and to enable effective engagement with 
services.  

 involves working in hopeful, positive and optimistic ways with people who 
use our services, their families and carers, and the communities within 

Appendix 9  – Recovery Principles  
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which they live, to support them to realise their own hopes, goals and 
aspirations. 
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Learning Note: 

Requests for CCTV Footage from the Police – Do’s and Don’ts 
 
Date: 4 January 2017 
Who needs to see this learning note?    
All staff working in areas where there is Closed Circuit Television (CCTV).   
Background: 
 

CCTV is now widely used in NHS care settings with the specific purpose of 
supporting clinical practice and providing a safe environment. The provision of CCTV 
enhances and compliments other existing systems and ensures processes are in 
place to reduce risks to staff and service users.   
 
A request for CCTV footage to assist with a criminal investigation should be 
managed in the same way as any other request from the police for personal 
information; please refer to page 40 of the Protection & Use of Service User 
Information Policy & Procedure for guidance on managing requests for service user 
information from the police. 
 
All such requests are processed by the Information Governance and Compliance 
Team (IG&CT) in conjunction with the relevant clinical team. In the case of releasing 
CCTV footage, please contact either Andrew Wellings or Dennis Hunt as the Local 
Security Management Specialist’s (LSMS) for the Trust.  

 
 
 
 
Key learning points: 
 
Do: 

 Make sure you understand the purpose for which the CCTV footage is required 
and specifically what information is needed to help you decide whether releasing 
information is in the substantial public interest. 

 Depending on the urgency of the situation, ask for the request to be made in 
writing under Section 29 of the DPA. 

 If possible copy only the images relevant to the investigation onto a CD / memory 
stick. 

 Ask the police to sign a declaration form before taking any data off site; this is 
particularly important when third parties (other service users and carers) are 
captured on the footage and are irrelevant to the investigation. 

 Record your decision to disclose the footage and take a 2nd copy of what has 
been disclosed. It is Trust policy to only keep CCTV footage for 21 days. 

Do Not: 
Feel pressured to make an immediate decision, always consult your colleagues and 
superiors 
 
Please contact the Information Governance & Compliance Team at Waverley 
Road on 01727 804 956 if you need any more information.

Appendix 10  – Learning Note  
 

http://trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/177/Protection%20and%20Use%20of%20Service%20User%20Information%20v6.1.pdfhttp:/trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/177/Protection%20and%20Use%20of%20Service%20User%20Information%20v6.1.pdf
http://trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/177/Protection%20and%20Use%20of%20Service%20User%20Information%20v6.1.pdfhttp:/trustspace/InformationCentre/TrustPolicies/Lists/Policies/Attachments/177/Protection%20and%20Use%20of%20Service%20User%20Information%20v6.1.pdf
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