27 September 2024

Thank you for your request concerning Supply Chain Cybersecurity.

NHS

Hertfordshire

Partnership University
NHS Foundation Trust

Information Rights & Compliance Team
99 Waverley Road

St Albans

Hertfordshire

AL3 5TL

Tel: 01727 804227
Email: Hpft.foi@nhs.net

Our Ref: FOI/05296

Your request has been considered and processed in accordance with the requirements of the Freedom

of Information (FOI) Act 2000.

QUESTIONS:

1. How many cyber incidents (threat and breach) occurred in the last two years (1st of July

2022-1st of July 2024)?

2. For each of the following cyber incident types, please indicate if your organisation
experienced them in any month from the 1st of July 2022- 1st of July 2024. If yes, specify

the month(s) in which they occurred:
Phishing attacks: Yes/No. If yes, which month(s)?

Ransomware attacks: Yes/No. If yes, which month(s)?

Distributed Denial of Service (DDoS) attacks: Yes/No. If yes, which month(s)?

Data breaches: Yes/No. If yes, which month(s)?
Malware attacks: Yes/No. If yes, which month(s)?
Insider attacks: Yes/No. If yes, which month(s)?

Cloud security incidents: Yes/No. If yes, which month(s)?
Social engineering attacks (excluding phishing): Yes/No. If yes, which month(s)?

Zero-day exploits: Yes/No. If yes, which month(s)

3. For each of the following supplier types, please indicate if any cyber incidents related to
them occurred between the 1st of July 2022-1st of July 2024. If yes, specify the volume of

cyber incidents that occurred:
IT service providers: Yes/No
Medical equipment suppliers: Yes/No
Software vendors: Yes/No
Cloud service providers: Yes/No
Data storage/management companies: Yes/No
Telecommunications providers: Yes/No
Security service providers: Yes/No
Managed service providers (MSPs): Yes/No
Third-party payment processors: Yes/No

4. During the period from 1st of July 2022 -1st of July 2024, did your organisation experience

any of the following impacts due to cyber incidents?

Were any appointments rescheduled due to cyber incidents? Yes/No
Was there any system downtime lasting more than 1 hour? Yes/No

Did any data breaches occur? Yes/No

Were any patients affected by data breaches? Yes/No
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5. What percentage of your cybersecurity budget is allocated to each of the following supply
chain security technologies? Please indicate the percentage for each:
: Third-party risk assessment tools: %
Vendor management systems: __ %
Supply chain visibility and monitoring solutions: ___ %
Secure data sharing platforms: %
Multi-factor authentication for supplier access: __ %
Endpoint detection and response (EDR) for supplier systems: __ %
APl security solutions: %

ANSWER

HPFT takes cyber security very seriously and, as part of our planning process, we work closely
with our Provider organisations to ensure we have a high level of compliance to protect our
systems, data and information. Additionally, each of our key providers has their own cyber security
policies and plans and as an NHS Trust we are involved in NHS England’s Cyber Improvement
Programme.

By publishing the number of cyber incidents that have or have not been unsuccessful would make
the organisation vulnerable to theft of information or a denial of service to IT systems therefore
we have applied S31(1)(a) — Law Enforcement (1) Information is exempt if its disclosure under
this Act would or would be likely to prejudice (a) the prevention or detection of crime to questions
1to5.

S31(1)(a) is subject to a test of prejudice. Please see below for our considered reasons for and
against disclosure:

Reason in favour of disclosure

We acknowledge the public interest in openness and transparency and recognise that releasing
this information would provide the public with assurance that we are protecting their information
and our technologies.

Reason against disclosure

HPFT, like any organisation may be subject to cyber-attacks and maintaining the security of this
information is extremely important. In this context, complying with this request would provide
information about the our systems and its resilience to cyber-attacks and, in a time of global and
national cyber threats, there is a very strong public interest and national security issue to prevent
NHS systems being subject to cyber-attacks. Providing the type of information requested and the
breakdown would be likely to provide attackers with information that could lead to a direct or
immediate threat and so the request for information is declined on the balance that the public
interest is better served by withholding this information under Section 31(1)(a) exemption.

Should you require further clarification, please do not hesitate to contact me.

Please find enclosed an information sheet regarding copyright protection and the Trust's complaints
procedure in the event that you are not satisfied with the response.

Yours sincerely

Sue Smith

Sue Smith
Information Rights Officer

Enc: Copyright Protection and Complaints Procedure Information Leaflet.



